
 

Senior Industrial Security Specialist (PWS Project Labor 
Category:  Program Security Officer L3) 

Hire Date: ASAP | Location: Colorado Springs | Employment Type: Full Time 
Salary Range: $100,000.00 to $120,000.00 

 

As a Senior Industrial Security Specialist, you will provide essential support to the United States 
Space Force’s (USSF) Operational Test and Training Infrastructure (OTTI) Integrated Program Office 
(IPO). The OTTI program underpins force readiness by aligning the acquisition, development, and 
sustainment of long-term test and training capabilities for the USSF.  

In this role, the Senior Industrial Security Specialist will provide guidance to program/project 
managers to ensure security procedures (e.g., physical, OPSEC, etc. at all classification levels) are 
followed throughout the contracting process, assist in determining the relationship and interface 
between the contractor and the government to designate contractor activities as visitor group, 
cleared facility, or intermittent visitor, and work closely with the government’s information security 
representative to deliver a robust Industrial Security Program. 

In this role, the Senior Industrial Security Specialist will support of the Commander/Director’s 
security cognizance of contractor cleared facilities, review and prepare program waivers and 
exceptions to policy and develop staff packages, analyze security-related reports and develop 
possible courses of action to mitigate risks. 

Additionally the Senior Industrial Security Specialist will: 

• Participate in development of Visitor Group Security Agreements   
• Review DD Form 254s 
• Track, maintain, and analyze contractor visitor group security violations and infraction 

metrics, report through Information Protection channels, and categorize these occurrences 
• Report adverse information and suspicious contact, security violations, and espionage, 

sabotage, and subversive activities 
• Provide industrial security training for security managers, as applicable 
• Provide industrial security review data and derivative classification decisions for inclusion in 

self-inspection and security classification management program data reports 
• Administer contractor reported security violations process and ensure a copy  of the 

returned response is provided by program/project managers 
• Support the development of National Interest Determination (NID) documentation 
• Work closely with the cybersecurity representatives, who provide oversight to any approved 

contractor system/networks that processes classified or controlled unclassified information 
to ensure those system/networks are properly accredited/authorized and all DoD/AF 
information technology cyber-security requirements are met 

  



 
Other details: 

• 10+ years related experience, DoD and USSF experience preferred 
• Full-time on-site work is required 
• Travel up to 25% of the time may be required 
• Education / Certifications:  Bachelor’s Degree (required), relevant work experience or 

training may be considered in lieu of a degree 
• Top-Secret clearance SCI-eligible with the capability to acquire and retain additional security 

accesses 

Benefits: 

• Medical, dental, vision, disability, and life insurance 
• Flexible Spending Accounts 
• 401(k) 
• PTO 
• Paid Parental leave 
• Paid federal holidays 

 

Security Clearance 

Must be a U.S. Citizen. A high-level Department of Defense active security clearance is required. 
Applicants selected will be subject to a security investigation and may need to meet eligibility 
requirements for access to government information. 

Physical Requirements 

Work may involve sitting or standing for extended periods of time and typing and reading from a 
computer screen. The candidate must have enough mobility, including bending, reaching, and kneeling, 
to complete daily duties in a prompt and efficient manner and that may include lifting to thirty pounds, 
as necessary. 
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